


of a hard drive that should have been preserved. This opinion relies
on cause-and-effect reasoning (it should be here, it is not, hence it
must have been wiped) in determining that sanctions were appropriate
as files it expected to be found (e.g., the Lentz memo -- a document
cited in the court’s opinion) could not be located in either allocated
or unallocated space.

The Court of Chancery did not understand the inner workings of
lower computer functions -- a computer continuously overwrites the
clusters of data contained in the unallocated space as new active
files are «created and existing files expanded. Thus, the Court
incorrectly describes the unallocated spaces as a “back-stop
reservoir” of data. Genger at *7. This statement is both incorrect and
misleading; the file system does not use the unallocated space for
such purposes. See infra §§ II and III. In essence, the Court of
Chancery stated that the parties should expect to find pristine
documents in the wunallocated space while in reality, that area
consists of data more akin to finely shredded confetti.

The standard set by the Court of Chancery is unprecedented. Other
Delaware Courts, the Federal Courts and the Sedona Conference
recognize that 1t 1s unreascnable to expect litigants to preserve
unallocated space as the result of a routine preservation order. A
duty to preserve data in unallocated space as a matter of course
defies the reasonable limitations of discovery and flies in the face
of Court of Chancery Rule 1. For all of the above reasons, this Court
should reverse the Court of Chancery’s ruling on the preservation of

data in unallocated space and adopt a standard that reflects



proportionality and relevance by requiring: that preservation orders
contain explicit instructions to preserve unallocated space only in
those cases that require such preservation.
ARGUMENT

I. INTRODUCTION

The Court of Chancery’s decision to sanction Genger for
destroying unallocated sectors should be reversed by this Court.
Genger’s decision to wipe the unallocated space was Dbased on his
desire to protect the sensitive information that had been created
after the Status Quo Order was entered due to the encryption in
accordance with the court-approved encryption process. The language of
the Court’s order did not specify or require the parties to preserve
the “unallocated space” of storage devices. Since it is generally
understood that there is no duty to preserve data in unallocated
space, neither Genger nor any other litigant would have reasonably
understood the Status Quo Order to have encompassed preservation of
the wunallocated space. Moreover, the court-endorsed encryption and
review process performed during the weekend of September 5, 2008
greatly reduced the probability that any TRI data (be it relevant or
not) that had not been captured by the file-level copies taken at the
onset of the weekend would still exist in the unallocated space. See
infra §§ II and III.

IT. THE TECHNOLOGICAL. DIFFERENCE BETWEEN Y“ALLOCATED SPACE” AND
“WUNALLOCATED SPACE”

Unallocated space is best defined by understanding its opposite -
allocated space. Allocated space 1is the reserved area on a digital

storage device (such as a computer’s hard drive) where files are



stored wusing magnetic or optical technology =~ 1in other words,
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allocated space 1is where files ™“live.” See, e.g., Crime Scene to

Court: The Essentials of Forensic Science §§ 7.3.1 — 7.5 (Peter White,
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ed., 2d Ed. 2004). Each file is made of 1s and Os (binary “on” and
“off” states, much like a light switch) that are interpreted by the
computer and its operating system as documents and programs. Id. §
7.3.1.

The ability to store a file on a digital device is a function of
what is called the “file system,” which is generally a component of
the computer’s “operating system.” The file system tracks where a file
is physically located on the storage medium (hard drive, thumb drive,
CDh, DVD, etc.); these physical locations are called “sectors” and
“clusters.” Id. § 7.4.3. Sectors are the Lowest Common Denominator
(“LCD”) for digital storage. Id. A cluster is a group of contiguous
sectors that wvary by multiples of two and whose storage size is
determined by the file system. Id. § 7.4.7. A cluster is the LCD used
by the operating system to store files; a sector is the LCD for the
hard drive to write and read files to the digital storage devices.

The operating system is responsible for tracking which clusters
are in use and which ones are not. Most Windows-based computers use
file management structures that track the relative positions of a
cluster in a binary list. If the location is set to 0 the cluster is
available for file storage; where the location is set to 1, it is

occupied by an existing active file and unavailable for use in saving

another active file. Cf. id. § 7.4.3.



A hard drive or any digital storage device requires at least one
cluster of storage to store an active file. Id. § 7.4.7. The unused
space in this single cluster is referred to as the “slack space” of
the cluster. Id. § 7.4.7.1. The specific clusters storing the active
file are tracked by the file system. Id. § 7.4.3.

For example, the line below identifies a text file (MyFile.txt)
that is active (Status Bit = 1) and requires five clusters (with a
“cluster size” of 4,096 bytes) to store the file. The five cluster

IDs are the four digit numbers in the line below.

MyFile.txt (Status Bit = 1) = 2345+2346+2347+23534+2360.
A = This is an Active File

To clarify, the first 4,096 bytes of the text in the MyFile.txt
document can be found inside of cluster identification number 2345,
while the next 4,096 bytes can be found inside of cluster ID 2346, and
so on. Note these five clusters are not all contiguous. This active
file structure is known as a “fragmented” file. The Status Bit 1is
critical to allowing the file system to delete a file. When a user
deletes the MyFile.txt and empties the Trash, Windows flips the Status

Bit from 1 to 0O:

MyFile.txt (Status Bit = 0) = 2345+234642347+23534+2360
A = This is a deleted file

After the file system sets the Status Bit to 0, it immediately
releases all associated clusters with the active file by changing the

binary values from 1’s to 0’s:

ACTIVE FILE: 01001110110110000101..
(~ = Cluster ID 2345)

DELETED FILE: (01000000110100000100..
(~ = Cluster ID 2360)




Now that these five clusters have a binary status of 0, the
Windows file system knows that they are part of the wunallocated
storage space, and available to be claimed for use by another active
file and overwritten. Nearly all operating systems use a process
similar to the one described above.

So long as none of the five unallocated clusters is claimed for
use by another file, the MyFile.txt 1is recoverable in its original
form. All that it required is that the file system reset the Status
Bit back to 1 (Status Bit = 1) and change the binary 0s back to 1s.
However, when some or all of the clusters from the previous active
file are reallocated by the file system, the original data in those
clusters becomes, at best, partially recoverable, but more likely 1is
not recoverable at all. Although isolated cluster fragments of the
deleted MyFile.txt file may not yet be overwritten, there is no easy
way to identify where those cluster fragments may be located among the
hundreds of millions of possible clusters on a hard drive. Id. § 7.6.

This overwriting of clusters in the unallocated space occurs
frequently (thousands of clusters a second) on a computer as new
active files are created either by the user or automatically by the
computer software. This overwriting occurs because whenever there is
activity on the computer (i.e., turning on the computer, writing or
deleting file, installing a system update, running disk
defragmentation, or running anti-virus software), the file system uses
an array of algorithms optimized for performance to reclaim space

previously allocated. Cf. id. § 7.6.4.



ITII. UNALLOCATED SPACE WAS NEVER INTENDED TO BE USED BY COMPUTERS TO
STORE ACTIVE FILES.

The Court of Chancery describes the unallocated space as a “back-
stop reservoir” of data; this illustrates an incorrect understanding
of unallocated space. Genger at *7. Developers of operating and file
systems never intended the unallocated space to serve as file storage
to allow active files to exist in unallocated space. See id. §§ 7.4.4.
— 7.6.4. The operating and file systems use unallocated space for the
purpose of providing computers with additional space. Id. § 7.4.4.
When a computer runs out of available storage clusters in the
unallocated space, 1t stops operating. Id. § 7.6. During a computer’s
life span, a single storage cluster can be assigned to thousands of
different files, as the cluster is released from one active file and
assigned to another by the file system. See id. § 7.4.7.

A. Users and Computers Automatically Overwrite Unallocated Space
on a Daily Basis.

Even without wuser intervention, computer systems regularly
install software, run performance optimization applications, create
automatic backups, and install Windows Service packs all resulting in
the need to create and delete files. For example, both Windows 7 and
Windows Vista automatically schedule disk defragmentation actions to
occur at least once a week, generally at night, in order to improve
performance. Improve Performance By Defragmenting Your Hard Disk,
Microsoft, http://windows.microsoft.com/en-US/windows7/Improve-
performance-by-defragmenting-your-hard-disk (last wvisited October 27,
2010) . This automatic defragmentation, 1like nearly every other

activity that takes place when the computer 1s operating, overwrites



unallocated space and makes data previously in those clusters
effectively ™Munrecoverable.” Darren R. Hayes & Shareqg Quershi, A
Framework for Computer Forensics Investigations Involving Microsoft
Vista, 3 (2008, http://codedetectives.com/A framework for Compu
ter Forensics Investigations IEEE.pdf.

In addition to these automatic functions, wuser actions also
continuously overwrite unallocated space. When users turn on their
computer or open, create and edit their documents during the course
the day, they typically end-up overwriting thousands or hundreds of
thousands of clusters in unallocated space. See, e.g. Mintel Int’l
Group, Ltd. v. Neergheen, 2010 WL 145786 at *8 , (N.D. Ill.) (finding
that even non-user initiated software may have destroyed data);
Antioch Co. v. Scrapbook Borders. Inc., 210 F.R.D. 645, 652-54 (D.
Minn. 2002) (discussing that booting a computer may destroy data).
Thus, while a computer is on, fragments are automatically deleted and
overwritten each second.

The likelihood of recovering deleted files from unallocated space
is a function of time and use. The longer a file is deleted, the more
likely all its clusters have been reassigned to other active files,
making the recovery of the deleted file impossible. Daniel Garrie &
Bill Spernow, Legally Correct But Technologically Off the Mark, 9 Nw.
J. Tech. & Intell. Prop. 1, 6-7 (2010). If the Lentz memo, as an
example, had been deleted from the allocated space (reserved for
active files) weeks or months earlier, it could have been routinely
overwritten by the many files created during the encryption process or

by the general operation and daily use of the computers. Garrie &



Spernow, supra, at 7. Consequently, the mere absence of a document,
such as the Lentz memo, is not sufficient evidence that the “wiping”
of the unallocated space removed it.

Encryption processes, such as the one approved for use by the
Court of Chancery in this matter, operate by creating and deleting
files as part of the encryption process. Such encryption processes use
clusters from the unallocated space, thus overwriting clusters in
unallocated space. Id. Moreover, any order permitting the encryption
of files implies that the unencrypted files must be wiped from the
storage device - including the unallocated space.

B. Preservation of Unallocated Clusters Is Costly and Time
Intensive.

Active files can be easily preserved, reviewed and segregated by
custodian. This is not the case for files residing in unallocated
space. Preserving, reviewing and segregating deleted files by clusters
in unallocated space is exponentially more costly and complex. Data in
unallocated space 1is analogous to random, unbundled and unorganized
piles of confetti or shredded paper, while allocated space is
analogous to pristine documents filed in labeled filing cabinets. See
Garrie & Spernow, supra, at 7. Reassembling raw clusters, if even
possible, —requires intensive use of forensic analysis software
followed by manual review and assembly, all at an extremely high cost
to companies in Delaware. Id. at 8.

IvV. CASE LAW AND BEST PRACTICES DO NOT REQUIRE PRESERVATION OF

UNALLOCATED SPACE IN COMPLYING WITH A STATUS QUO PRESERVATION

ORDER

As discussed above, the Court of Chancery issued a Status Quo

Order enjoining both parties from “tampering with, destroying, or in
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any way disposing of ([c]ompany-related documents, books or records.”
See Genger, 2009 WL 4696062 at *4 (quoting August Status Quo Order at
91). To comply with this order, outside counsel for TRI instructed
their technology consultants to create a “snapshot” of everything on
those machines (an image of the active files on the TRI System). This
step was performed prior to the court-approved review and encryption
of those files that were personal to Genger and not related to TRI.
Id. at *6. The approach followed by the parties - i.e., preserving the
data in allocated space -- accords with a reasonable understanding of
what was required by the Status Quo Order, case law and best practices
in e-discovery. Nothing in the Status Quo Order expressly required the
preservation of unallocated space, nor was there a showing by
plaintiffs that preservation of data in the unallocated space was

proportional and relevant to the issues in the case.
A. Current Delaware Law Does Not Require Litigants to Preserve
Unallocated Space When Effectuating a Litigation Hold Set

Forth By A Status Quo Order

There is no precedent in Delaware, or anywhere else, that would
require litigants to explicitly preserve data in unallocated space as
part of a Status Quo Order. Delaware law simply requires a party to
litigation to affirmatively preserve evidence when the party knows
that the evidence in question is relevant to a legal dispute or is
otherwise under a legal duty to preserve the evidence. Sears, Roebuck
& Co. wv. Midcap, 893 A.2d 542, 552 (Del. 2006); Triton Const. Co.,
Inc. v. E. Shore Elec. Servs., Inc., 2009 WL 1387115, at *8 (Del.

Ch.). As explained below, courts and authorities have interpreted

these guidelines to govern only the allocated space of a machine.
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The few Delaware cases 1involving spoliation have involved the
deliberate and knowing destruction of active files from allocated
space. For example, 1in Beard Research, Inc. v. Kates, defendant
Kates, a former employee of plaintiff Beard Research (“Beard”), left
plaintiff to work for a competitor but kept a laptop he used at Beard,
which contained confidential documents. 981 A.2d 1175, 1181 (Del. Ch.
2009) . Beard served discovery requests to Kates, specifically
requesting documents in electronic form, including emails in June
2005. Id. Instead, Kates deleted key files from his laptop and emptied
the computer's “recycle bin” in October 2005 and then, knowing that he
would be eliminating evidentiary data, reformatted and reinstalled the
operating system in both December 2005 and August 2006. Id. at 1181-
82. After three motions to compel, Beard received the computer, but
not until Kates had “defragmented the hard drive and computer”, in
anticipation of the final motion to compel hearing. Id. at 1182-83.
All told, more than 11,000 files were missing as a result of Kates’s
deletions. Id. at 1184.

The Beard Court found that Kates - who took no steps whatsocever
to preserve any data - blatantly disregarded the requirement that
potentially relevant information be preserved. Id. at 1186-89. This
finding was clearly appropriate because Kates acted affirmatively with
the «clear intent of destroying evidence. In a Beard Research
situation, where a party repeatedly and intentionally deleted active
files that the party knew contained relevant information, it is clear

that discovery rules have been violated.
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In this matter, however, the holding by the Court of Chancery
goes well beyond Beard Research and the discovery rules. It creates a
perverse rule where litigants can be punished for following a court-
permitted process to its logical conclusion. Further, contrary to the
Court of Chancery’s conclusion that the unallocated space was filled
with “several months of TRI-related data,” Genger at *7., the
unallocated space on the machines was likely filled not with TRI-
related data, but only data fragments already captured by the
“snapshot” taken by the parties, including unencrypted copies of the
sensitive data the court had just permitted to be encrypted and
protected. Because of the court-mandated identification, review, and
encryption process, most, if not all, pre-existing data fragments and
files in the unallocated space would be overwritten by the computer
and replaced by the files and fragments captured by the snapshot
before the subsequent “wipe” took place. See, supra §§ II and III.

The result of the Genger decision, should it stand, is that a
party, permitted to encrypt non-relevant files by a court, is
forbidden to remove unencrypted files and fragments and must turn them
over to the opposing side, thereby defeating the purpose of the
encryption. In addition, the decision further requires that litigants
preserve and then search both allocated and unallocated space without
regard to principles of proportionality and relevance.

B. Federal Rules & Federal Case Law Do Not Require Litigations to
Preserve Unallocated Space When Effectuating A Litigation Hold

The Federal Rules and federal case law interpreting discovery
rules are “of great persuasive weight in the construction of parallel

Delaware rules due to the analogous nature of the Court of Chancery
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Rules and the Federal Rules of Civil Procedure. Dawson et al. v.
Pittco Capital Partners, L.P. et al., 2010 WL 692385, at *1 n.3 (Del.
Ch) (quoting Cede & Co. v. Technicolor, Inc., 542 A.2d 1182, 1191 n.11
(Del. 1988),; see also Fed. R. Civ. P. 26(b) (2)(B) (limiting the
ability to discover electronically stored information to that which is
“reasonably accessible”); accord Fed. R. Civ. P. 26 standing
committee’s notes to the 2006 Amendments.

The seminal series of decisions on the ©preservation and

production of inaccessible electronically stored information are the

Zubulake v. UBS Warburg LLC decisions. Zubulake I set forth that:

[Accessible data] does not need to be restored or
otherwise manipulated to be usable. “Inaccessible” data,
on the other hand, is not readily usable... [F]ragmented

data must be de-fragmented, and erased data must be
reconstructed, all before the data 1s usable. That makes
such data inaccessible.

Zubulake v. UBS Warburg LLC (Zubulake TI), 217 F.R.D. 309, 320

(S.D.N.Y. 2003). In a later decision, the Zubulake IV Court, in
discussing the limits of the duty to preserve, reasoned:

[M]lust a corporation, upon recognizing the threat of
litigation, preserve every [data source]? The answer
is clearly, “no”. [sic] Such a rule would cripple
large corporations [that] are almost always involved
in litigation [..] As a general rule, that litigation
hold does not apply to inaccessible [data sources],
which may continue to be recycled on the schedule set
forth in the company's policy. On the other hand, if
[data sources] are accessible (i.e., actively used for
information retrieval), then such [data sources] would
likely be subject to the litigation hold.

Zubulake v. UBS Warburg LLC (Zubulake 1IV), 220 F.R.D. 212, 216-18
(S.D.N.Y. 2003) (internal citations and quotations omitted) (emphasis

removed), see also Pension Comm. of Univ. of Montreal Pension Plan v.
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Banc of America Sec., LLC, 685 F. Supp. 2d 456, 465-66, 471 (S.D.N.Y.
2010) .

Similarly, in Rimkus Consulting Grp. v. Cammarata, 688 F.Supp. 2d
598, 612 (S.D. Tex. 2010), the court analyzed the duty to preserve by
focusing on proportionality in discovery and what was reasonable given

the specific circumstances:

Whether preservation or discovery conduct is
acceptable in a case depends on what
is reasonable, and that in turn depends on whether
what was done — or not done was proportional to that
case and consistent with clearly established

applicable standards.
Id. at 613. (internal citation omitted) (emphasis in original). The
Court of Chancery’s finding that Genger should have known to preserve
the information in the unallocated space such that his actions merited
severe sanctions contradicts case law governing the duty to preserve.

C. Current Best Practices Do Not Require Litigants to Preserve
Unallocated Space When effectuating a Litigation Hold

The Sedona Principles (the “Principles”, widely seen as the
definitive source for providing guidelines for best practices in
electronic discovery in the United States, recognize that many data
locations or data sources, such as unallocated space, contain
irrelevant, duplicative or redundant information.. The Sedona
Conference, The Sedona Principles: Best Practices, Recommendations &
Principles for Addressing Electronic Discovery Production (2d ed.
2007). Id. cmt. 12a, see also Id., Principle 5. The Principles also
note that litigants and courts must exercise Jjudgment about which
data 1locations should be subject to preservation efforts, because

many locations contain unusable, redundant, or irrelevant information.
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Id. cmt. 8a. In addition, absent special need and relevance, parties
should not generally be required to preserve, review, or produce
deleted, shadowed, fragmented, or residual electronically stored
information.' Id. Principle 9.

It follows, then, that a standard Status Quo Order without any
express requirement to preserve unallocated space would not include
the preservation of unallocated space - space 1in which there 1is
deleted, fragmented and residual electronically stored information; no
voluntary control of the information; and no access in the ordinary
course of business. Id., see also Id. cmt. %a; Id. cmt. 9b.

V. IF THE COURT OF CHANCERY’'S DECISION BECOMES THE NEW STANDARD,

INDIVIDUALS OR COMPANIES WHO ARE REQUIRED TO PRESERVE INFORMATION

WILL BE SUBJECT TO UNREASONAELE BURDENS AND COSTS THAT BEAR NO

RELATION TO THE DISPUTE

The Court of Chancery’s decision to 1issue sanctions was based
upon an incomplete and incorrect understanding of low-level computer
functions, especially at the level where files are created and
destroyed. This misunderstanding led the Court to unwittingly and
dangerously expand preservation orders in the Delaware courts to
include unallocated space in all computers and servers involved in

litigation, creating an unworkable, unreasonable and undue burden upon

litigants. Worse, that Court implemented a requirement that data in

! As discussed above, “deleted, shadowed, fragmented or residual
electronically stored information” is much of what the unallocated
space contains. See, supra, § II. I Principle 5 states that “[tlhe
obligation to preserve electronically stored information requires
reasonable and good faith efforts to retain information that may be
relevant to pending or threatened litigation. However, it is
unreasonable to expect parties to take every conceivable step to
preserve all potentially relevant electronically stored information.”
Id. Principle 5.
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unallocated space be preserved after the fact, as no such specific
requirement was found in the Status Quo order. This decision creates a
new preservation standard compelling litigants to create a forensic
image of computer systems upon receipt of a general status—-quo
preservation order or risk spoliation and contempt sanctions. If not
corrected, the decision will severely prejudice individuals,
businesses and corporations involved in 1litigation in Delaware,
driving up litigation costs and substantially increasing the burden on
the Delaware courts.

Moreover, this decision effectively mandates that companies shut
down their business until all preservation efforts are completed to
avoid destroying data existing in the unallocated space. Companies
with significant quantities of electronic data and computer systems
shall be confronted with a Morton’s Fork: either they spend large sums
and effort to preserve and then search the unallocated space to little
or no relevant return, or they settle cases, however frivolous or
guestionable. Neither of these options are appropriate.

CONCLUSION

For these reasons, this Court should reverse the Court of
Chancery’s holding below and any sanctions for spoliation. We urge
this Court to adopt the rule that routine preservation orders should
not be construed to include unallocated space unless the facts and

notions of proportionality and relevancy so dictate and the
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requirement to preserve unallocated space is explicitly stated.
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